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omNovember 2005Abstra
tThis te
hni
al report presents the design and im-plementation of an en
ryption system for very highse
urity requirements.The proposed ar
hite
ture isolates se
urity-
riti
al operations and en
ryption keys from thelega
y operating system and its appli
ations andthus remedies many de�
ien
es of 
urrent systems.We de�ne se
urity requirements as well as fun
-tional requirements and show that our solution ful-�lls these requirements. The proposed ar
hite
turehas been developed in the 
ontext of the Euro-pean Multilaterally Se
ure Computing Base Proje
t(EMSCB). A prototype is available and 
onstantlyimproved.1 Introdu
tionMore and more sensitive data is stored on 
onsumerPCs today, in
luding business plans, authorizationse
rets, and email 
orresponden
e. If the PC isstolen or lost this data may be 
ompromised.An approved se
urity me
hanism to mitigate thisrisk is to en
rypt the data. Common software en-
ryption systems keep the en
ryption key in kernelmemory [14, 6, 7℄. Unfortunately, 
urrent mono-lithi
 operating systems provide a large atta
k sur-fa
e due to their 
on
eptual weaknesses and theirhuge 
omplexity. An atta
ker may readout the en-
ryption key from kernel memory or simply dea
ti-vate the en
ryption system by exploiting a 
ommonse
urity hole. Runtime prote
tions su
h as a

ess
ontrol and user authenti
ation may be easily 
ir-
umvented by booting an alternate operating sys-tem. Furthermore, an untrusted system administra-tor usually has full a

ess to all system resour
es in-
luding the 
ryptographi
 keys of the users. Coun-

termeasures su
h as mandatory role-based a

ess
ontrol (e.g. SELinux) prote
t this informationfrom a "root spy" but are mu
h too 
ompli
atedto maintain and evaluate [2℄.This paper proposes a solution to this problemby providing a se
ure, reliable and user-friendly de-vi
e en
ryption ar
hite
ture that isolates se
ret keysand en
ryption operations from the lega
y operat-ing system similar to a hardware based solution butfar more 
ost-e�e
tive.Moreover the en
ryption system uses TrustedComputing te
hnology [1℄ to bind the 
ryptographi
key to a hardware platform and to assure softwareintegrity.2 De�
ien
ies of Existing En-
ryption SystemsWe 
lassify existing en
ryption systems based onwhere the en
ryption operations takes pla
e:
• Appli
ation-level: A user appli
ation en-
rypts single �les on demand.
• Kernel-level: An operating system driver en-
rypts �le system blo
ks transparently.
• Hardware-level: Both �le based and blo
kbased en
ryption may use a separate hard-ware 
ryptographi
 
opro
essor to isolate 
ryp-tographi
 operations and asso
iated keys.Obviously se
urity (and 
ost) in
reases as we godown the hierar
hy (
f. Figure 1). Se
urity prob-lems arise when se
ret keys are 
ompromised and/oren
ryption operations are intentionally modi�ed.1
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Figure 1: Classes of existing en
ryption systems3 De�niton of RolesWe de�ne two roles that intera
t with the en
ryp-tion system:
• Owner: An owner 
an modify the 
on�gura-tion of the devi
e en
ryption module: he 
an
reate and delete user a

ounts, grant and re-voke a

ess rights for devi
es.
• User: A user 
an register, a

ess and dereg-ister en
rypted resour
es1 that belong to him.Moreover he 
an 
hange his respe
tive autho-rization data, but a user 
annot modify otheruser a

ounts or 
hange the 
on�guration ofthe devi
e en
ryption module.4 RequirementsThis se
tion summarizes essential requirements fora se
ure devi
e en
ryption system [5, 9℄.4.1 Se
urity RequirementsThe main se
urity obje
tive of a devi
e en
ryptionsystem is to prote
t the 
on�dentiality of data re-sulting in the following requirements:
• User authenti
ation: Only authorized usersshould be able to a

ess sensitive data, i.e.authorization is required at boot time andwhen waking up from hibernation. The au-thorization should withstand long-term atta
ksin 
ase of system theft or loss (two-fa
tor-authorization). Finally, an authorized usershould be able to 
hange her authorization se-
ret or authorization token.1A resour
e identi�es a physi
al or logi
al devi
e.

• System integrity: The en
ryption system
annot be dea
tivated or tampered with, i.e.the integrity of the en
ryption system shouldbe prote
ted at runtime and 
he
ked at boottime. This requirement pertains to the user in-terfa
e as well, e.g. the user should be able totrust the input path to the en
ryption system.
• Con�dentialiy of en
ryption keys: Theen
ryption key should be bound to a 
er-tain hardware platform and/or software 
om-ponents and isolated from the lega
y operatingsystem to make a key 
ompromise as di�
ultas possible.
• Cryptographi
 algorithms: The key gen-eration algorithm (hash 
omputation/randomnumber generation) should 
omply with 
ur-rent requirements . The en
ryption algorithmshould be an open, approved standard. Its op-eration mode and the key length should providereasonable se
urity. Besides, the 
ryptographi
algorithms 
an be se
urely updated to meet fu-ture requirements.An additional se
urity obje
tive is to ensure theavailability of data in 
ase of password or token loss(en
ryption key re
overy me
hanism). If TrustedComputing te
hnology is employed, modi�
ationsof hardware or software 
omponents - intentional orunintentional - may also lead to availability prob-lems.4.2 Fun
tional RequirementsA modern devi
e en
ryption ar
hite
ture should aswell ful�ll some fun
tional requirements su
h as
• Multi-user support: Multiple users shouldbe able to use the en
ryption system on a sin-gle system. As an example, two users should beable to a

ess a single en
rypted resour
e de-spite using two di�erent authorization se
rets.A system owner should be able to grant andrevoke a

ess rights to sensitive data and ad-ministration rights to a user.
• User friendliness: A graphi
al user interfa
e(GUI) should ease user authorization and ad-ministration.
• User transparen
y: The user should nothave to de
ide to whi
h data the en
ryption isapplied. Often the user does not know whi
h�les on a system 
ontain sensitive data (e.g.swap �les, log �les, ba
kups, hibernation �les,or temporary �les). Mobile storage media (e.g.USB memory sti
ks) should be en
rypted ondemand.2



• Cost-e�e
tivity: The en
ryption systemshould not rely on 
ryptographi
 hardware ex-tensions.
• Performan
e: The performan
e impa
t onthe overall system should be minimal.
• Reliability: The en
ryption system shouldnot a

identally 
orrupt the data it operateson.5 Related Work5.1 Commer
ial software devi
e en-
ryption produ
tsCommer
ial software devi
e en
ryption systems [6,15, 16, 7℄ provide
• AES-128 or AES-256 en
ryption/de
ryption,
• 
entralized user administration and poli
y en-for
ement,
• key re
overy me
hanisms,
• two-fa
tor pre-boot authenti
ation (eToken +eToken password) (partially),
• integration of a Trusted Platform Module(TPM) to bind en
ryption keys to hardwareand/or software 
omponents and for se
urerandom number generation (partially),
• multi-user support for sharing resour
es with-out sharing 
redentials (partially).We emphasize that none of these systems isolate theen
ryption keys and operations from the operatingsystem. A representative example of a 
ommer
ialhard disk en
ryption system is des
ribed next.5.2 Se
ure Startup - Full Volume En-
ryptionSe
ure Startup - Full Volume En
ryption is a harddisk en
ryption system integrated into the up
om-ing 
lient version release of Mi
rosoft's WindowsOperating System ("Windows Vista").The feature uses a Trusted PlatformModule (TPM)1.2 to bind the en
ryption key to the boot sta
k,thus ensuring that system �les have not been tam-pered with while the system was o�ine. Se
ureStartup is transparent to the user as it en
rypts theentire Windows volume in
luding all user and sys-tem �les. Interestingly the boot partition shouldbe as large as 50 MB and 
ontains a TPM-awarebootmanager whi
h measures the integrity of all OS
omponents before passing 
ontrol to them. Se
ure

Startup does not use TPM authenti
ation me
ha-nisms but relies on 
onventional OS authenti
ationafter the system integrity has been veri�ed. Se
ureStartup will not work properly if another appli
a-tion sets the authorization se
ret of the TPM Stor-age Root Key (SRK) to a value unequal to 20 bytesof zero [8℄.5.3 Enfor
erThe Enfor
er [2, 3, 4℄ is a Linux Se
urity Mod-ule (LSM) that binds the 
ryptographi
 key for anen
rypted �le system to long-lived system 
ompo-nents, su
h as
• the Linux kernel,
• the boot sta
k,
• the Enfor
er LSM,
• the publi
 key of a so-
alled "se
urity admin".The se
urity admin issues and digitally sign a listof �le hashes. This se
urity 
on�guration is usedby the Enfor
er LSM to 
he
k the integrity of theappli
ations before exe
ution. If this 
he
k fails theen
rypted �le system will be unmounted.The Enfor
er even provides a me
hanism to guar-antee the freshness of a se
urity 
on�guration. Toverify the integrity of the long-lived 
omponents thehe Enfor
er enhan
es the LILO boot loader withTPM support.5.4 Devi
e Mapper with Crypt Tar-getThe Devi
e Mapper is a Linux 2.6 kernel featurethat allows to 
reate a virtual blo
k devi
e whosese
tors are mapped to se
tors on a physi
al blo
kdevi
e. Available mapping types in
lude mirroring,snapshoting, and en
ryption. Thus data writtento the virtual devi
e is transparentely en
ryptedand passed on to the physi
al devi
e (and vi
eversa). The 
rypt target (dm_
rypt) uses the Linux2.6 Cryptographi
 API whi
h provides state-of-the-art symmetri
 
iphers and hash 
omputation algo-rithms su
h as AES and SHA-256. The initializa-tion ve
tor for CBC operation mode is retrievedfrom the se
tor number.A 
urrent Linux kernel is able to address a largenumber of devi
es as blo
k devi
es, in
luding harddisk partitions, �oppy disks, regular �les, USB de-vi
es, RAM disks, CR-RW, DVD-RW, DVD+RW,and network blo
k devi
es. Network blo
k devi
esallow transparent a

ess to blo
k devi
es exportedby a server.3



6 The EMSCB Proje
tThe European Multilaterally Se
ure ComputingBase (EMSCB) proje
t aims at developing a trust-worthy 
omputing platform with open standardsthat solves many se
urity problems of 
onventionalplatforms. The platform deploys
• hardware fun
tionalities provided by TrustedComputing,
• a se
urity kernel based on mi
rokernel and
• an e�
ient migration of existing operating sys-tems.In the sense of multilateral se
urity, the EMSCBplatform allows the enfor
ement of se
urity poli
iesof di�erent parties, i.e., end-users as well as indus-try. Consequently, the platform enables the reali-sation of various innovative business models, par-ti
ularly in the area of Digital Rights Management,while averting the potential risks of Trusted Com-puting platforms 
on
erning priva
y issues. Thesour
e
ode of the EMSCB platform will be pub-lished under an open-sour
e li
ense, e.g. the GPL.The EMSCB proje
t is partly funded by the Ger-man Federal Ministry of E
onomi
s and Labour.Proje
t partners in
lude several universities and in-dustry organizations. This 
onsortium is lead byRuhr-University Bo
hum (Applied Data Se
urityGroup).6.1 Basi
 System ModelOne main design goal of EMSCB is the realiza-tion of a minimal and therefore manageable, sta-ble and evaluable se
urity kernel for 
onventionalhardware platforms su
h as IBM-PCs, servers, em-bedded systems, and mobile devi
es like PDAs andsmartphones. This requirement is ful�lled by ex-tra
ting se
urity-
riti
al operations and data andintegrate them into the se
urity kernel. The result-ing ar
hite
ture is illustrated in Figure 2.
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The EMSCB se
urity ar
hite
ture in
ludes thefollowing abstra
tion layers:Hardware: The hardware layer in
ludes 
onven-tional hardware like a CPU, memory, and hard-ware devi
es. Moreover, the hardware layerprovides Trusted Computing te
hnology, e.g.,a TPM.Resour
e Management: The main task of theresour
e management layer is the provision ofan abstra
t interfa
e of the underlying hard-ware resour
es like interrupts, memory andhardware devi
es. Moreover, this layer allowsto share these resour
es and realizes a

ess 
on-trol enfor
ement on the obje
t types known tothis layer.Trusted Software: By e�
iently 
ombining theservi
es provided by the hardware layer andthe resour
e management layer, the trustedsoftware layer (TSL) extends the interfa
es ofthe underlying servi
es with se
urity propertiesand ensures isolation of the appli
ations exe-
uted on top of this layer. Examples of se
u-rity servi
es are a se
ure user interfa
e (trustedGUI, trusted path), se
ure booting, and mutu-ally trusted storage.Appli
ations: On top of the trusted softwarelayer, se
urity-
riti
al and non-
riti
al appli
a-tions are exe
uted in parallel. Lega
y operat-ing systems 
an be exe
uted as isolated appli-
ations on top of the trusted software layer toprovide end-users a 
ommon user interfa
e anda ba
kward-
ompatible appli
ation binary in-terfa
e (ABI) and allows appli
ation providersto reuse existing non-
riti
al appli
ations and
omponents.To obtain full user transparen
y the en
ryptionsystem has to be 
ompletely integrated into the se-
urity kernel.7 DesignThe building blo
ks of the proposed ar
hite
tureare 
ompartmentalization, en
apsulation and sim-pli
ity to ease future se
urity evaluations. The en-
ryption system in
luding its keys is strongly iso-lated from the operating system. Furthermore theen
ryption system relies on a minimum 
ode base(the so-
alled Trusted Computing Base2) and is2We de�ne the Trusted Computing Base (TCB) as theminimum se
urity-
riti
al 
ode base that needs to be trustedin enfor
ing a designated se
urity poli
y.4



highly modularized. Data �ow between the mod-ules is enabled by a 
entral 
omponent, i.e. a mi-
rokernel. The mi
rokernel provides only essen-tial servi
es su
h as inter-pro
ess 
ommuni
ation(IPC), s
heduling, and memory management. De-vi
e drivers run in user mode and are treated by themir
okernel just like any other appli
ation. Sin
ethe appli
ations (
alled "servers" in mi
rokernellanguage) run in their own address spa
e, they arestrongly isolated from ea
h other. To fa
ilitate fu-ture se
urity evaluations the server interfa
es are assimple as possible.As illustrated in Figure 3 the platform 
onsists of
• Trusted Computing te
hnology (i.e. a TPM),
• the mi
rokernel,
• the Trusted Computing Base 
omprisingDMA-enabled3 drivers (e.g. an IDE driver),a se
ure storage module, and a trusted GUI(among others),
• the trusted devi
e en
ryption module,
• the lega
y OS in
luding lega
y appli
ations(e.g. Linux/Linux appli
ations).
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Figure 3: Design overviewThe lega
y operating system passes plain (en-
rypted) data to the en
ryption module whi
h en-
rypts (de
rypts) the data and transfers the en-
rypted (de
rypted) data ba
k to the lega
y oper-ating system.3Dire
t Memory A

ess te
hnology allows drivers to di-re
tly a

ess arbitrary RAM regions and thus imposes a se-
urity risk on the overall system [10℄.

7.1 TPM integrationThe se
ure storage module binds appli
ation datato a user authorization se
ret, hardware 
ompo-nents or the trusted software modules. Bindingto hardware and/or software 
omponents requiresa trusted hardware 
omponent, e.g. a TPM [1℄.The TPM uses on-
hip registers (Platform Con-�guration Registers, PCRs) to store measurements(i.e. hash values) of hardware and software 
ompo-nents se
urely. The TPM seal 
ommand may sub-sequently bind data to these PCRs. The resulting"blob" (binary loadable obje
t) is then stored per-sistently. The data 
an only be revealed by a TPMunseal operation i� the PCRs spe
i�ed at sealing
ontain the same values at unsealing AND the in-tegrity 
he
k on the sealed data su

eeds.For our appli
ation 
ertain PCRs should re�e
tthe integrity of the trusted 
omponents. This 
anbe a
hieved as follows (
f. Figure 4):1. A TPM-aware (trusted) BIOS measures theMBR before exe
ution.2. The bootloader measures ea
h boot stage be-fore exe
ution.3. The bootloader is 
ompletely loaded. ThePCRs now re�e
t the integrity of the boot pro-
ess ("authenti
ated boot").4. The trusted software 
omponents are digitallysigned. The bootloader 
he
ks their signaturesbefore exe
ution. The 
orresponding publi
key is hard-
oded into the bootloader. If a sig-nature 
he
k fails the PCR values are invali-dated and the user is requested for intera
tion("se
ure boot").The alternation of authenti
ated and se
ure bootallows se
ure updating of system 
omponents with-out "resealing" of se
rets [2, 3, 4℄.8 ImplementationThe mi
rokernel environment 
onsists of a Fias
omi
rokernel whi
h implements the L4V2 mi
roker-nel API and some supporting modules su
h as agraphi
al user interfa
e (DOpE [19℄) and an IDEdriver. The family of L4-mi
rokernels is superior to�rst generation mi
rokernels (e.g. Ma
h) 
on
ern-ing performan
e and manageability [10℄.Three operation modes have been implemented:
• Single-user mode with pre-boot authen-ti
ation:The user is asked to enter a password at boottime. This password is dire
tly passed on tothe en
ryption module before the lega
y OS isbooted.5


